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Abstract

Background Gambling is increasingly offered and consumed in online and mobile environments. The digitalisation
of the gambling industry poses new challenges on harm prevention and harm reduction. The digital environment
differs from traditional, land-based gambling environments. It increases many risk-factors in gambling, including avail-
ability, ease-of-access, but also game characteristics such as speed and intensity. Furthermore, data collected on those
gambling in digital environments makes gambling offer increasingly personalised and targeted.

Main results This paper discusses how harm prevention and harm reduction efforts need to address gambling

in online environments. We review existing literature on universal, selective, and indicated harm reduction and harm
prevention efforts for online gambling and discuss ways forward. The discussion shows that there are several avenues
forward for online gambling harm prevention and reduction at each of the universal, selective, and indicated levels.
No measure is likely to be sufficient on its own and multi-modal as well as multi-level interventions are needed. Harm
prevention and harm reduction measures online also differ from traditional land-based efforts. Online gambling pro-
viders utilise a variety of strategies to enable, market, and personalise their products using data and the wider online
ecosystem.

Conclusion We argue that these same tools and channels should also be used for preventive work to better prevent
and reduce the public health harms caused by online gambling.
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Background

The global online gambling market is growing rapidly.
Market restrictions have been relaxed in many jurisdic-
tions and the availability of gambling has increased in
everyday lives. Recent legislative developments in the
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gambling field focus strongly on questions related to the
regulation or re-regulation of online formats [1]. This
digitalisation of gambling markets has also translated to
an increasing interest in targeted harm prevention and
reduction measures in online environments. Jurisdic-
tions have focussed on questions including online adver-
tisement and social responsibility, measures to block
unlicensed online competition, as well as online-based
treatment and information [1-6].

Effective harm reduction and harm prevention efforts
are crucial to tackle gambling-related harms. This task
is particularly pressing in online environments. A
recent international meta-analysis showed that engage-
ment in online gambling had the largest effect size for
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the risk of gambling-related problems [7]. Particularly
young age and male gender are identified risk factors
for gambling problems, particularly in online environ-
ments [7, 8]. Online casino games, fast online betting
products, and emerging forms of online gambling such
as skin betting, are causing an increasing share of gam-
bling-related harms [9-12]. Online formats of gambling
incorporate many harmful characteristics: high speed
and intensity of play, bonuses and visible marketing,
cross-selling of products, and a constant availability
that has been further increased by the propagation of
mobile gambling [cf. 13-15]. Even the same products
provided online may be connected to higher levels of
harms than if provided in land-based environments
[16]. These harmful aspects are likely to be even fur-
ther accentuated for mobile gambling (gambling tak-
ing place via mobile devices, usually using apps) which
is more readily accessible than computer-based online
gambling.

Much research has been conducted on the effectiveness
of harm reduction and harm prevention efforts in land-
based gambling, including several systematic reviews and
a recent umbrella review [see 17—-22]. These studies have
shown that many harm prevention and harm reduction
efforts can reduce consumption or harms in land-based
environments, although effectiveness depends largely on
implementation and how effects are measured. Impact
studies have been scarce in gambling research and the
effectiveness of many interventions has only been meas-
ured in terms of total consumption, or in some cases,
changes in the number of individuals meeting psycho-
metric criteria for problem gambling. Little research is
available on the impacts of various harm reduction meas-
ures on the range of harms connected to gambling, such
as suicidality, depression, or indebtedness.

Based on available research focussing mainly on land-
based gambling, limiting availability and accessibility
are among the most effective means to reduce total con-
sumption. Availability-related measures include limiting
the number of venues, venue hours, or access to cash
or credit, as well as limiting accessibility with for exam-
ple age limits [15, 17-20, 23]. Smoking bans and bans
on the sale of alcohol in gambling venues have also led
to reduced gambling consumption [15, 17, 18]. How-
ever, the high concentration of gambling spending may
limit the impact of such measure on reducing harms and
problematic gambling [15]. ‘Responsible gambling’ tools,
such as precommitment and self-exclusion may also be
effective to some extent. Their effectiveness is reduced by
lacking identification of players in land-based environ-
ments [5, 17] and low utilisation rates in online environ-
ments [24] Pricing and taxation-related measures have
received less empirical support [17, 23]. This is likely
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because individual gamblers are not always well-aware of
the cost-of-play.

Whether insights from land-based gambling can be
transferred to online gambling is not clear. There is a gap
in our knowledge regarding what kind of harm preven-
tion should be implemented in online environments and
what kind of harm prevention is effective online. Gor-
don and Reith have argued that harm reduction efforts
should be broadened to incorporate not only individual
but also socio-cultural influences on gambling harms
[14]. Such efforts should address structural and social
factors such as spaces and places. The context of imple-
mentation is crucial to the effectiveness of measures [17].
This sensitivity towards contexts needs to be broadened
to also incorporate the channels through which gam-
bling as well as harm prevention and reduction efforts are
implemented.

This paper addresses possibilities and challenges in
implementing gambling harm prevention and harm
reduction efforts in online environments. In the fol-
lowing, we chart universal, selective, and indicated
harm reduction and harm prevention in online envi-
ronments. As also argued by Simon et al. [25], a public
health approach to harm reduction and harm prevention
in gambling needs to target several levels to address the
burden of problems for societies and individuals. We also
discuss ways forward in improving harm reduction and
harm prevention for gambling in online environments.

Universal measures

Universal measures are generally targeted at the provi-
sion side. They include approaches that aim at reduc-
ing total consumption at a population-level. As has
been shown in the field of alcohol and for some forms
of gambling, reduced total consumption can translate to
reduced harms [26, 27]. From a public health perspective,
universal measures have been shown to be effective in
terms of reducing and preventing population-level harms
[15, 28].

Availability is a key issue in land-based gambling [15,
17]. Higher availability of gambling has been linked to
higher prevalence of problem gambling [29], although
other studies have also found support for the so-called
adaptation hypothesis [30]. Effectiveness of availability
reductions also depends on how extensive their imple-
mentation is [17]. Geographical availability of land-based
gambling is relatively easy to implement. In online gam-
bling, availability restrictions are not as straightforward,
as particularly mobile gambling is characterised by 24 h
availability. Examples of restricted availability in online
environments nevertheless exist. For example, in Nor-
way, the online casino operated by the national monopoly
company Norsk Tipping, is closed between 3 and 7 am.
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In Finland, another monopoly country, deposits to the
online casino website are not permitted between mid-
night and 6 am [31]. With regard to unregulated offshore
gambling, availability has been restricted using a variety
of blocking measures, such as IP/DNS blocking or pay-
ment blocking. These can be effective in preventing some
traffic, but comprehensive implementation is resource-
consuming [6]. For instance, gambling providers can
easily change IP address or use fourth-party payment
platforms (a kind of ‘mixing service’) to hide payment
channels [32].

Much of online gambling takes place in mobile envi-
ronments. App availability is therefore another ques-
tion that needs novel solutions. The mobile gambling
app ecosystem cannot be regulated merely by restricting
gambling app availability in app stores because apps can
also be downloaded directly from gambling websites or a
variety of third-party app distribution sites. For example,
an analysis of illegal gambling apps in China found over
6,000 websites offering gambling apps via 1,415 distribu-
tion sites [32]. We need more effort in targeting availabil-
ity that is enabled via these complex ecosystems rather
than focussing on gambling websites alone. Collaboration
with app stores, developers, and distribution sites could
offer a way forward.

Exposure to marketing is another universal issue in
gambling harm reduction [17, 33]. Research evidence
shows that there is a dose—response relationship between
exposure to marketing and gambling behaviour [33].
Population studies have also associated marketing with
problematic gambling [e.g. 34]. Marketing and advert-
ing is often targeted at young individuals. A systematic
review of the exposure of youth to gambling advertising
[35] showed that particularly young men are affected by
marketing. Marketing normalises gambling and rein-
forces harmful gambling behaviour. For young individu-
als, economic promotions constituted the most harmful
type of marketing message [35].

In online environments, marketing takes increasingly
complex forms. Limitations on the outlets, platforms, or
even the contents of marketing messages are not enough
in online environments. Online marketing is less univer-
sal and more targeted. For instance, social media heavily
exposes people to gambling-related content.

Player data collected by gambling companies allows
high levels of personalisation of marketing messages,
including capitalising on sports fandom or cross-selling
products [13, 36, 37]. Sponsorship deals with gambling
companies also extend to e-sports and the world of
online gaming [38]. Marketing on social media further
increases exposure and can blur the line between mar-
keting and other content [36]. Countries like France have
already passed legislation to limit influencer marketing of
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harmful products in social media. It is crucial for regu-
lations and harm prevention efforts to keep pace with
the changing environment of online gambling market-
ing. Similarly, the data gambling companies collect on
gamblers to propagate their marketing messages, could
be put to better use in harm reduction, including using
player data to target information on harmful play.

Product characteristics need to be better regulated to
shift the responsibility in ‘responsible gambling’ from
consumers to providers and regulators. Some countries,
notably Sweden and the Netherlands, have included a
‘duty of care’ policy in their gambling legislation. How-
ever, the content of these policies currently focuses more
on the monitoring of players rather than products [1].
Harmful product characteristics are not exclusive to
online environments: Gambling products in land-based
venues as well as digital channels are designed to be
highly absorbing and addictive [4, 13, 39]. However, most
current development in the market occurs online. For
example, interactive features, gaming-like characteristics
such as the possibility to ‘level up; and online communi-
ties around gambling products increase the attractive-
ness (and potential harmfulness) of online gambling [13,
40]. Similarly, the online channel provides possibilities
for increasingly fast-paced products, such as in-play bet-
ting [41]. There is a need to address these harmful char-
acteristics more effectively with less harmful design [4].
To achieve this, some have called for new products to be
vetted by regulators before their introduction [42]. B2B
licensing may be one way of allowing regulators to license
products in addition to operators [43].

Information and education campaigns have been iden-
tified as an insufficient solution to prevent gambling
harms at a population level [15]. However, warning labels
on products can be effective in reducing consumption if
they are well designed. If the implementation of warn-
ing messages is poor, they may even encourage further
consumption [44, 45]. Qualitative evidence from Aus-
tralia [e.g. 46] suggests that warnings highlighting indi-
vidual responsibility, such as ‘gamble responsibly’ are
not considered effective. Rather, they are seen to absolve
the gambling industry of its own responsibility. Instead
of individual responsibility, effective warning messages
should highlight the severe harms that gambling causes,
similarly to warning labels on tobacco products [46]. Tar-
geting information campaigns to particular social groups
may also be more effective. For example, in New Zealand,
recent campaigns have been targeted at the Maori com-
munity [47].

Targeted or dynamic forms of information are easy to
implement online also for other groups. Data could allow
personalised warnings and other information campaigns
in online environments, in the same way as marketing
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campaigns are targeted and personalised. This can be
done at a consumer-level but also at a more universal
level of customer segments. Literature on online health
promotion and health awareness suggests that social
media and ‘influencer’ created content may be effective
particularly among young people [48, 49]. For example,
an ongoing European Union (EU) funded project Gam-
bling Free Feed aims at influencing young people’s atti-
tudes towards gambling and developing a model for harm
prevention [50].

Selective measures

Selective measures are aimed at vulnerable populations
with an increased risk of developing gambling-related
problems. The definition of vulnerable populations can
be flexible. One review study identified at least seven
vulnerable groups to gambling harms: young people,
older adults, women, veterans, indigenous peoples, pris-
oners, and low-income groups [51]. In online environ-
ments, selective measures can also be targeted based
on gambling-behaviour rather than demographic or
socio-economic characteristics. Behaviour-based selec-
tive measures require identification. As identification is
widely available in online environments, these forms of
prevention are easier to implement than in land-based
gambling.

Age restrictions are among the most universally applied
gambling policies to prevent harms [e.g. 1, 52]. For age
restrictions to be effective, age verification needs to be
systematically implemented using for example electronic
identification [44, 53]. This is easy to implement online.
Cross-checking the identity of consumers from national
identity databases and personal identification systems is
a particularly good practice to prevent access for under-
aged (or self-excluded) players [44, 54]. In addition to
preventing underage gambling, identification in online
environments can be used to target more stringent play
limitations on emerging adults. For example, the Swed-
ish gambling provider, Svenska Spel, has a lower deposit
limit for under 20-year-olds than for older players [55].

Pre-commitment includes tools aimed at gamblers to
control their own gambling, including limit-setting and
self-exclusion. These can be useful in restricting and pre-
venting problematic gambling [5, 22]. The effectiveness of
mandatory pre-commitment has received more empiri-
cal support while evidence on the effectiveness of volun-
tary pre-commitment systems has been inconsistent [17,
20, 21]. Mandatory identification in online environments
also allows developing and implementing global limit
setting and centralised, cross-provider self-exclusion
registries.

Self-exclusion has been researched in various contexts,
but results have depended on implementation [22]. It is
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likely that website-specific self-exclusions are less effec-
tive than centralised systems. For example, Sweden, the
Netherlands, and Germany have recently introduced
national self-exclusion registries. Research shows that
cross-provider self-exclusion registries have a wide reach,
but the existence of unlicensed gambling provision in
online environments reduces their effectiveness [56]. In
addition to self-exclusions, online operators can pro-
vide, or be legally obliged to provide temporary exclu-
sions, such as panic buttons [e.g. 57]. Those who want
to restrict their own online gambling can also download
blocking software designed to prevent access to online
gambling sites on computers or mobiles. These types of
software have been found to block up to 99% of gambling
sites, including offshore provision [58].

Similarly to self-exclusions, the effectiveness of limit-
setting depends on implementation. Limit-setting can
be mandatory or voluntary, and consist of different
forms (play limit, deposit limit, bet limit, loss limits; [cf.
59]). Overall, limits are well accepted by players. A sur-
vey study of Swedish active online gamblers (N=10,200)
showed that 95.6% of all gamblers viewed limit-setting
positively. The same study showed that those who were
not experiencing problems with their gambling, were also
not inconvenienced by pre-commitment measures [60].
However, there was no statistically significant relation-
ship between limit-setting and the proportion of players
with a positive net loss [60]. Mandatory limits are, in gen-
eral, more effective. Most players also stop when reaching
their limits [5]. Limits must be reasonable to be effective.
Without legislatively mandated maximum limits, provid-
ers can allow limits up to millions of euros [61]. In online
environments, it has become possible to establish reason-
able, cross-provider limit-setting. For example, Germany
upholds a centralised system across all licensed gambling
providers that maintains a cross-provider deposit limit of
1000 euros a month.

In addition to providers, online payment gateway ser-
vices can also be employed to track gambling accounts
across gambling platforms, possibly including those
that are not licensed. Gambling websites and apps use
third-party and even fourth-party payment services for
improved privacy [32]. These payment solution services
could also be used to track possibly harmful purchase
patterns or to control cross-provider limit-setting [62].

Pop-ups and targeted information tools have been stud-
ied particularly in land-based EGM (electronic gambling
machine) gambling, but the findings also apply to online
environments. Pop-ups can be utilised, for example, to
remind gamblers about pre-set monetary or time limits
[22, 42, 63]. Pop-ups can be effective in limiting gambling
consumption, but effectiveness depends on implementa-
tion [21, 22]. Overall, more engaging and personalised



Marionneau et al. Harm Reduction Journal (2023) 20:92

pop-ups are connected to higher adherence to limits
[22]. It would be necessary to conduct more empirical
research on the effects of pop-ups and targeted informa-
tion in online environments and among different popu-
lations [cf. 64, 65. For example, younger players may be
more receptive to pictures.

Besides pop-ups, other nudges can also be used to help
gamblers make better decisions. In behavioural studies,
nudges are understood as small changes in the environ-
ment that encourage healthier or safer choices [66]. For
instance, less harmful gambling products could have a
more prominent place on a gambling website. However,
as argued by Newall et al., gambling companies also use
the same strategies for ‘sludges’ that encourage harmful
behaviour [67]. For example, withdrawals from gambling
accounts can be made more difficult than deposits, dis-
couraging players from accessing their winnings [66].
Gambling apps also use a variety of third-party services,
such as push notification services that are not currently
regulated but that could be targeted for improved regula-
tion and harm prevention [32].

Informative tools can also prime analytical thinking
[22]. This can be done for example by showing informa-
tive videos on odds or to correct possibly erroneous cog-
nitions of players. Some research is available, although
these have shown little effect [67]. For example, Wohl
et al. [68] showed educational animations in real-life
gambling settings but did not find any statistically signifi-
cant difference between the group that watched the video
and the group that did not. These kinds of tools could be
easily implemented in online environments, although
they are unlikely to be effective without other accompa-
nying measures.

Indicated interventions
Indicated harm reduction targets individuals with a par-
ticular risk of developing gambling-related problems. The
online environment offers new opportunities to identify
and target indicated interventions as well as treatment to
those who have already been affected by gambling harms.
Identification of problematic play is possible in online
environments using algorithmic solutions that recog-
nise play or spending patterns. Identified online gam-
bling allows the use of machine learning and artificial
intelligence (Al) for effective identification of harmful
behaviours. A growing body of research employs Al
to predict for example self-exclusions, self-reported
problem gambling, or limit setting in players [69-72].
For example, Ukhov et al. [73] used Al and found that
the number of daily bets and gambling on mobile
devices predicted problematic gambling among online
sports bettors, while the duration of gambling sessions,
amounts deposited, and the use of desktop computers
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predicted problematic gambling among online casino
players. Gambling operators are also developing their
own tools to identify and intervene in harmful gam-
bling patterns, often as part of their duty of care obli-
gations [cf. 1, 74. However, regulators and independent
researchers need to be involved in these Al-based
developments. Otherwise, behavioural tools risk being
used as so-called dark nudges or sludges [75] that aim
at manipulating players to act in ways that are not in
their best interest [76].

Feedback interventions refer to personalised actions
that are taken based on identified problematic gambling
patterns. Studies on feedback interventions have found
that personalised feedback can lead to reduced gambling
[20]. One way of accomplishing this is by contacting play-
ers who have been identified as likely to have problematic
gambling patterns. A study conducted in Sweden found
that motivational interview interventions by telephone,
combined with personalised feedback led to reduced
theoretical loss (i.e. the amount of money a player is sta-
tistically expected to lose) among the target group [77].
Another Swedish study showed that telephone interven-
tions were more effective than letters [78]. The contents
of feedback interventions are likely to impact results, and
those with more severe gambling-related problems may
respond better to these interventions [79].

In addition to telephone calls, the online environment
also allows many technological interventions, rang-
ing from simple personalised pop-ups to more impor-
tant changes in the gambling interface. For example, the
gambling platform interface can be changed based on
consumption patterns to incorporate personalised infor-
mation on harms and to hide the products that are caus-
ing these harms. This, too, would need to be a centralised
and cross-provider practice.

Therapeutic interventions in online environments
include approaches such as web-based psychotherapy or
counselling, and online support forums [80]. The char-
acteristics of treatment interventions in online environ-
ments have already received some research attention [22,
80], with most research focussing on computer-assisted
or online therapy programmes for disordered gambling.
Overall, studies have shown mixed results. For exam-
ple, Luquiens et al. [81] investigated the effects of an
email-based self-help programme, grounded in cognitive
behavioural therapy. They found no significant difference
regarding observable behaviour, gambling problems, or
financial harm. Carlbring et al. [82] studied a computer-
assisted therapy programme, combined with telephone
support. The intervention resulted in favourable changes
in pathological gambling behaviour, anxiety, depression,
and quality of life. Another study by Neighbors et al. [83]
similarly combined computer-delivered intervention and
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personalised feedback. The study showed positive effects
on gambling behaviour.

During the Covid-19 pandemic, many help and sup-
port services were moved to online-only environments.
While little research is available on the effects and effec-
tiveness of these changes in delivery, qualitative accounts
from service users and providers imply that implement-
ing online-based therapeutic interventions may be chal-
lenging, particularly in terms of client engagement and
privacy concerns [84]. However, some have also consid-
ered online-based treatment positively, as a more acces-
sible, low-threshold option [85]. Similar findings have
been reported in the field of mental health where face-
to-face and/or web-based support has been an important
feature of online interventions in regards of programme
outcomes and participant completion [see 86].

Conclusions

This paper has provided an overview of possible avenues
and challenges for harm prevention and harm reduction
for gambling in online environments. We have charted
universal, selective, and indicated measures based on
existing research and examples. We have argued that
each of these levels offer several possibilities for online
gambling harm prevention and reduction that have
not yet been sufficiently utilised. The overview has also
shown that harm prevention and reduction in online
environments differs from that in land-based environ-
ments. This observation supports the vital importance
of the gambling contexts, including the channel of gam-
bling, in designing and implementing effective measures
to reduce the negative public health impacts of gambling
[cf. [14].

In comparison with land-based environments, the
online environment incorporates several challenges,
including wider availability, targeted and data-driven
marketing and offer, and a complex ecosystem of provi-
sion that makes regulation difficult and easy to escape:
Information and communication tools are widely
employed by gambling operators to enable, market, and
personalise the gambling experience for consumers [13,
36, 87]. Many of these same characteristics could and
should be used in preventive work. For example, data can
also be used to target harm prevention measures while
payment channels can provide possible solutions for
more centralised efforts to track consumption and imple-
ment limits. The wider online ecosystem can also expand
our definition of duty of care to include not only gam-
bling providers, but also other actors in the production
chain and surrounding ecosystem.

A harm reduction approach differs from the ‘respon-
sible gambling’ approach in that it does not primar-
ily focus on player responsibility, the preservation of
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interests of recreational players and the industry [25],
but on the fuller range of public health implications.
However, no measure is sufficient on its own. Focus
needs to be on multi-modal interventions, as system-
atic interventions and policies are usually more effec-
tive than stand-alone interventions [19]. A solid body
of research shows that population-level, universal,
actions are the most effective in gambling as well as in
other sectors [e.g. 15, 80, 88, 689. Yet, harm preven-
tion and reduction action need to also include selective
and indicated measures to help those who have already
been or are at risk of being afflicted by gambling harms.
Online environments provide improved opportuni-
ties to recognise those at risk, and online interventions
can offer a low-threshold option to access treatment,
particularly if combined with personal support by, for
example, telephone.

More research is still needed to establish good prac-
tices for harm prevention and reduction for online
gambling. Effective harm prevention and reduction in
online environments does not concern the gambling
research field only. Online sales of other potentially
harmful products, such as alcohol or tobacco, may
share similar challenges from a harm prevention point
of view. In addition, researchers and harm prevention
professionals need to collaborate more extensively with
IT specialists to establish how the online environment
works and how it can be utilised [cf. 6]. We also need to
study the role of emerging marketing channels, includ-
ing targeted advertisement, push notifications, social
media presence, or the harmful effects of ‘sludges’ [90].
These issues need better regulation, but at the same
time, the possibilities of the same targeted strategies
need to be more extensively explored as tools for harm
prevention and reduction.

The global increase in digital services, including online
gambling, is a cross-sectoral and transnational issue that
should be addressed by international bodies such as the
European Union, but also target commercial actors,
including payment services, software developers, and the
server infrastructure. Effective measures for online con-
tent filtering and blocking require coherent legal actual
across jurisdictions and fields [cf. 91]. In line with the
health in all policies approach, gambling harms need to
be targeted as a public health issue on all levels, to reduce
and prevent the burden of harms that gambling causes on
individuals and societies.

Abbreviations

Al Artificial intelligence

DNS Domain name system

EGM Electronic gambling machine
EU European Union

IP Internet protocol
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